Privacy Policy

Effective Date: 16th May, 2026

Zubs ("we,
through this Privacy Policy. This Policy describes how we collect, use, and safeguard

us," or "our") respects your privacy and is committed to protecting it

your personal data when you interact with:

e Our website (the "Website") at https://zubs.app,
e The Zubs app, installed as an app of your e-commerce platform (the "App"), and
e Any other of our services that link to this Privacy Policy.

This Privacy Policy complies with the General Data Protection Regulation (GDPR) and
other applicable European laws.

Beyond this Privacy Policy, your use of our services is also subject to our Terms of
Service.

1. Information We Collect

1.1 Information Collected Through the Website

We may collect the following types of personal data when you visit or interact with our
Website:

e Contact information: Name, email address, phone number, etc.

e Technical data: IP address, browser type, operating system, and browsing
behavior.

e Cookies: Information collected via cookies and similar tracking technologies.

1.2 Information Collected Through the App

When you use our App on Shopify or other e-commerce platforms, we may collect the
following:

e Merchant information: Business name, email address, address, phone
numbers, time zones, payment details, and tax information.


https://zubs.app

e Customer information: Data related to your customers, including order details,
names, and contact information.

e Usage data: Logs, error reports, and other analytics for troubleshooting and
improving the App.

e Other data: We will also use personal information in other cases, if consent was
given to us prior.

2. Legal Basis for Processing

We process your data based on the following legal grounds:

e Consent: When you provide explicit consent for specific purposes (e.qg.,
subscribing to newsletters, installing our app and acknowledging this Privacy
Policy, ..).

e Contractual necessity: To fulfill agreements, such as providing our App
services.

e Legitimate interests: For improving our Website, services, and security.

e Legal obligations: To comply with applicable laws and regulations.

3. How We Use Your Information

We use your personal data for the following purposes:

e To provide and improve our Website and App services.

e To communicate with you, including responding to inquiries and sending
service-related updates.

e To process transactions and manage your account.

e To analyze usage patterns and improve functionality.

e To comply with legal and regulatory requirements.

4. Sharing Your Information

We do not sell or rent your personal data. However, we may share your information
with:



e Service providers: Third parties that assist us in delivering our services, such as
hosting providers, payment processors, or analytics tools. Our third-party
providers will only collect, use and disclose your personal information to the
extent necessary to enable them to perform the services they provide to both
you and us. For providers that make their own privacy policies available to you,
we recommend that you read their privacy policies.

e Shopify and other e-commerce platforms: To integrate and deliver App
functionalities, as required by their platform. Shopify is provided by Shopify Inc.
and provides an online e-commerce platform. We recommend that you read
Shopify’s Terms of Service and Privacy Policy.

e Third-party integrations configured by the merchant: Where a
merchant connects a third-party service such as Klaviyo, we share data as
described in Section 5a.

e Legal authorities: When required to comply with legal obligations or defend
our rights.

5. Data Retention

We retain personal data only as long as necessary for the purposes described in this
Policy or as required by law. The following retention periods apply:

e Website contact information (inbound inquiries, newsletter sign-ups): retained
for the duration of the relationship and up to 24 months after the last
meaningful interaction, unless you request earlier deletion or a longer period is
required by law.

e Website technical and cookie data: up to 12 months from collection, or a
shorter period where indicated in our cookie notice.

e Merchant account data (business name, contact details, store configuration):
retained for the duration of the merchant's subscription and up to 12 months
after termination for operational and dispute-handling purposes.

e Merchant financial and billing records (invoices, payment records,
tax-relevant documents): retained for 10 years, in accordance with German
statutory retention obligations under the Handelsgesetzbuch (HGB), the
Abgabenordnung (AO), and the GoBD.

e End-customer data processed on behalf of a merchant (names, contact
details, addresses, subscription and order details): retained for the duration of
the merchant's active use of the App. After the merchant uninstalls the App or
terminates the service, this data is deleted within 48 hours, except where a
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longer period is strictly necessary to comply with a legal obligation or to defend
legal claims.

e Application logs and error reports: up to 90 days, after which they are deleted
or anonymized.

e Security event logs (authentication and access logs): up to 12 months, for
security monitoring and incident investigation.

e Aggregated or anonymized analytics data: may be retained indefinitely, as it
can no longer be associated with an identifiable individual.

End customers who wish to have their personal data deleted earlier should contact the
merchant whose store they interacted with, as the merchant is the controller of that
data.

5a. Third-Party Integrations Configured by the Merchant (including
Klaviyo)

Merchants using our App can choose to connect third-party services — for example the
email and SMS marketing platform Klaviyo — so that subscription and customer events
from Zubs are forwarded into those services.

Authorization. When a merchant connects Klaviyo, the merchant explicitly authorizes
the connection through Klaviyo's OAuth flow. Zubs does not receive or store a
long-lived password for the Klaviyo account, and the merchant can revoke access at
any time from within Zubs or from Klaviyo directly.

Data shared. When the Klaviyo integration is active, Zubs forwards, on the merchant's
instructions, the following categories of end-customer data: profile data (email
address, first and last name, and where available phone number, country, and
language); subscription status and lifecycle data (subscription status, product,
frequency, next billing date, cancellation or pause reasons); and order and billing
events (subscription created, renewed, paused, resumed, skipped, rescheduled,
cancelled, failed payment) with the relevant order and product identifiers. We share
only the data necessary for Klaviyo to deliver the flows and segments the merchant
configures.

Roles. The merchant is the controller of this end-customer data and decides that it will
be sent to Klaviyo. Zubs acts as a processor transmitting that data on the merchant's
instructions. Klaviyo (Klaviyo, Inc.) processes the data for the merchant's own
marketing purposes under the merchant's separate agreement with Klaviyo and
Klaviyo's own privacy notice, available at https://www.klaviyo.com/legal/privacy-notice.
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Disconnection. A merchant can disconnect the Klaviyo integration at any time. Zubs
then stops sending new events to Klaviyo; data already transmitted remains subject to
the merchant's agreement with Klaviyo.

6. Your Rights

Under GDPR, if you are based in the EEA, you have the following rights:

e Access: Request access to your personal data.

e Rectification: Correct any inaccuracies in your personal data.

e Erasure: Request the deletion of your data, subject to certain conditions.
e Restriction: Limit how we process your data.

e Portability: Request your data in a machine-readable format.

e Objection: Object to processing based on legitimate interests.

e Withdraw consent: Where applicable, withdraw your consent at any time.

To exercise your rights, contact us at info@zubs.app.

You also have the right to lodge a complaint with a data protection supervisory
authority. As Zubs GmbH is established in Hesse, Germany, our lead supervisory
authority is:

Der Hessische Beauftragte fur Datenschutz und Informationsfreiheit (HBDI),
Gustav-Stresemann-Ring 1, 65189 Wiesbaden, Germany — datenschutz.hessen.de —
poststelle@datenschutz.hessen.de

You may also lodge a complaint with the supervisory authority in your country of
residence, place of work, or place of the alleged infringement, in accordance with
Article 77 GDPR.

7. Security Measures

We implement appropriate technical and organizational measures to protect your data
against unauthorized access, alteration, disclosure, or destruction. These measures
include encryption of data in transit (TLS 1.2+) and at rest (AES-256 or equivalent),
role-based access controls, and mandatory multi-factor authentication for
administrative access. However, no system is 100% secure, and we cannot guarantee
absolute security.
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8. Cookies

Our Website uses cookies and similar tracking technologies to enhance user
experience and analyze usage. You can manage your cookie preferences through your
browser settings. The data processed by cookies are required for the stated purposes
to protect our legitimate interests and those of third parties per Article 6 Paragraph 1 S.
1 lit. f GDPR.

9. International Data Transfers

If your data is transferred outside the European Economic Area (EEA), we ensure
adequate safeguards are in place, such as standard contractual clauses or similar
mechanisms.

10. Third-Party Links

Our Website and App may contain links to third-party websites or services. We are not
responsible for their privacy practices, and we encourage you to review their privacy
policies.

11. Contact Us

If you have any questions or concerns about this Privacy Policy or our data practices,
you can contact us at:

e Email: info@zubs.app
e Address: Zubs GmbH, Am Stein 6, 34327 Korle, Germany

12. Updates to This Policy

We may update this Privacy Policy from time to time. Changes will be posted on this
page with the updated effective date. We encourage you to review this Policy regularly.
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